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Chuyen ..............................

phat h1¢n hoat dong lgi dung déng ta1 noi dung quéng céo ca do, danh bac truc
tuyén, mai d4m trén céc trang TTDT thudc co quan nha nude, gy anh hudng dén
uy tin ctia céc co quan nha nude, tiém 4n nguy co mét an ninh mang, an toan thong
tin, gia tdng t4i pham vé c4 do, danh bac truc tuyén, mai dam, cu thé nhu sau:

1. Qua ra soét trén khéng gian mang, B6 Céng an phat hién hang trim
trang TTDT thudc quan ly clia co quan nha nudc (¢d 1én mién .gov.vn) bi chén
hang nghin lién két chia ndi dung quang cdo, kém theo dudng din t6i cac
website ca dj, danh bac truc tuyén, mai dam; déng thoi st dung céc cong cu
quéng céo-cua cong cu tim kiém (Google, Bing, Yahoo...) dé nhim quéang b4,
tdng uy tin cho website ca d9, danh bac tryc tuyén trai phép.

Theo nhén dinh ctia B Cong an, thuc trang nay co thé xuét phat tir cdc
nguyén nhdn sau: (1 ) Céc tén mién thudc co quan nha nude (cd tén mién .gov.vn)
1a myc ti€u hang dau cac dbi tuong tin tdc nhim t6i; (2) Co quan chil quéan cic
Trang TTDT khong kiém sot ndi dung ma ngudi ding dang tai (nhw cdc ndi
dung phén binh lugn, héi ddp, phan dnh), cho phép bét ky ai cling c6 thé ding ti
ndi dung va hién thi 1én trang TTDT; (3) Trang TTDT tdn tai 16 hdng bao mat, bi
tin tic tAn cbng, khai thc, chiém quyén diéu khién méy chu, tir d6 ding tai cac
ndi dung quéang cao ca 49, danh bac truc tuyén, mai dam; (4) Quan tri vién mat s6
trang TTDT cb tinh ding ti cic ndi dung quang cio nhim muc dich c4 nhén.

Qua theo d&i, B4 Cong an nhén thiy tinh trang loi dung cac trang TTDT clia
co quan nha nudc dé dang tai cic ndi dung trai quy dinh cta phap lut (quang cao
ca do bong da, mai dém, danh bac tryc tuyen) ngdy cang gia ting va dién bién phirc
tap. Néu khéng kip thoi ngan chan, c6 thé gay anh hudng nghiém trong dén uy tin
cla cac co quan nha nudc, tiém 4n nguy co mét an ninh mang, an toan thong tin,
gia ting t0i pham vé c4 do, d4nh bac, mai dam...

2. Tir tinh hinh trén, dé ting cudng bao dam an ninh mang, an toan thong tin,
ngédn chdn hoat ddng quang céo cd d6 bong da, mai ddm, danh bac truc tuyén, BO
Cong an dé nghi cac b, ban, nganh, dia phuong, tap doan, téng cong ty thude quan
ly nha nudc chi dao bd phan chirc néng chti dong thuc hién cac bién phap sau:
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- T6 chitc ra soat ngay cac bai viét c6 noi dung quang cao ca do bong da,
mai ddm, d4nh bac truc tuyén trén trang TTDT dé kip thoi g& bo (c6 phu luc
huong dén kem theo);

- Tang cuong cac b1en phap dam bao an mnh an toan thong tin, chi rong
ra soat, khic phuc diém yéu, 18 héng bao mat con tdn tai (néu co); Xay dung quy
ché quan tri, van hanh trang TTDT, trong d6, quy dinh 15 viéc kidm tra, kiém
duyet ndi dung nguo*1 dung dang ta1 truoc khi cho phep h1en thi len trang TTDT _

trang TTDT phuc vu xac minh trong trudng hgp cén thiét.
B¢ Cong an xin thong bdo./. —

Noi nhin: TUQ. BQ TRUONG
e - CUCTRUGNG CUC AN NINH MANG
- B/c BY trudng T6 Lam :

- Céc ddng chi Thir trudng
- Véan phong TW Déng

- Vian phong Téng Bi thu

- Véan phong Chu tich nuée
- Van phong Quéc hoi

- Vién phong Chinh phu

- Céc by, co quan ngang bg, e 2 e

Cn el Jep e Trung'twétig Nguyén Minh Chinh
- Tinh 1y, Thanh uy, UBND (de phoi hop); =
Céc tinh, TP truc thuéc TW »
- Tda 4n Nhan dén i cao

- Vién Kiém st nhan dén tdi cao
- Kiém toan nha nude

- C4c tap doan, téng cong ty: B
EVN, PVN, VNA, VATM, ACV

- Céc ngén hang: BIDV, Agribank,
Vietinbank, Vietcombank, MSB

- Cong an céc don vi, dia phuong (dé thuc hién);
- Luu: VT, A05(P8).

(d& béo céo);




PHU LUC
HUONG DAN RA SOAT, GO BO NOI DUNG QUANG CAO BAT HQP PHAP
(Kém theo Théng bdo sé 10/TB-BCA-A0S, ngay 28/4/2022)
1. Vi tri thwong bi chén cac ndi dung quing cdo bat hop phap

- Muc hoi dap, gdp y, binh luén trén céc trang théng tin dién tir (TTDT)

Ciu NOIOKS - chng game bal dd thudnyg dink cao s 1
Noudi hol: OK3 #Dia chi: DK85 Ngay hoi: 12/02/2022

DB - cdiriy gumie baF & thurdng dink cao 58 1 2
Dny game bai GI thisdng DK bibl dang 66015t vithd khé ving vhic trén O 1nsong gisi (i thé gict, VoI nhixng dnit nang
vrot bde cung khé ndng adi thidng nhent Chong, kBdng giti an, s8n cho ndy Ximg Jang & Gra chitin o8y Géng th anh
em ohé.

Théng tin co bin vé cdag gamie DB

Obng game bai b1 tnrdng DIKE 18 s8n phm gish trf 88c quyBh cis. oong 1y Young Royal Business Rooperation (i ddt

sarde Philippines. VAo nday 2020, dia ¢hlndy chint thie d amdt vl Wi lneong Vigt Nam. V& hién nay thi sda choindy
B S thaeh 1 trony top 10 pha cai darng Guwpe sée dén nhidu phér.

Naiing TS0l git khdch quen v thién dubag DKE
Bugcthidl & theo.cdm ting ca clc sda chor hidn dai, ©hng game Bei A8l thudng DK idi lu trong minh ddy Jo niieag
tnb:nding hdp dBn. Gy thihd8y cang ching 16 linn ki vé chi it hori vé dia chi S5 thudng uy 1in nay nhb.

2.1 6 1hdag midy chid khde mank, cye ky dn dink
Hé thdng may ohd cia obng game b dS: thadng DKE duoe Gt tai hon 150 quis gia tréo toan thé gisi. Cixinh vi vy ma
Guono truvén 18i s8n choi &y Lo Won Sn Gioh. Game.ihd them ais i achiba (81 DKB clnu v6 ¢dna ivdi iona 9di voivin

- Tin tic tin cong trang TTDT vai tai 1én tép tin ma ddc, t&€p tin quang cédo noi
dung bat hop phap.

Bat gt kbl

TAI APP

mat khdie |

Ten thy
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2. Ra soat, g& bé ndi quang cdo bat hop phép trén trang TTPT do don vi
quan ly

2.1. Sir dung céc cbng cu tim kiém Google, Bing, Yahoo... d& tim kiém céc bai

viét c6 ndi dung quang cdo bat hop phap trén trang TTDT.

Vi du: Ct phap Google Dork trén cong cu tim kiém Google:
site:“tenmien.gov.vn” intext:“tir kh6a”

Trong do,

+ tenmien.gov.vn 13 tén mién trang TTPT do don vi quan tri, van hanh can ra so4t

+ tir khoa: 13 tir khoa, tén mién quang cdo bat hop phép can tim kiém trén trang
TTDT. Vi du: “dk8”, “nha céi”, “dk8.com”...

2.2. Quan tri vién dang nhap hé quén tri co s& dir li€u, thuc hién truy vén tim kiém
céc tir khoa quang céo bit hop phap tir cac bang (héi dép, binh ludn, gbp v...) luu
trit thong tin ma nguoi dung gii 1én.

Vi du: select * from tbl_hoidép where noidungcauhoi like “%tir kh6a%"”

2.3. Ra soat ma ddc, webshell ma tin tac da tai 1én hé théng. C6 thé sir dung céc
cdng cu nhu: cong cu Shell detector tai dia chi shelldetector.com; cdc cong cu so
sénh, phat hién su thay dbi ctia cc tép tin ma ngudn trang TTPT so v6i ma
ngudn gbc; st dung céc cong cu antivirus. ..

3. Ngiin chiin hoat dong ding tai ndi dung quang cao bat hep phap

- B6 sung md CAPTCHAR tai cac muyc cho phép ngudi ding c6 thé dang tai noi
dung (Muc héi dép, gop ¥, binh luan) 1én trang TTDT d ngin chin cc cong cu
tu dong dang tai.

- Kiém duyét céc ndi dung ngudi dung ding tai truéc khi cho phép hién thi 1én
trang TTDT. '

-Tang cuong cac bién phap ddm bao an ninh, an toan thong tin; thudng xuyén ra

& kip thoi ngén chin, khéc phuc.
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